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AyTeHTUUKaIHS

Bbe3omacHocTh HHGOpManUu

I'ocynapcTBeHHas
UH(OpMAIIMOHHAs CHCTEMA

Joctyn k uHbOpMaIuu
JocTynmHOCTB

3amuTa nHGOpMALUH
OT HECaHKIIMOHHUPOBAHHOT'O
JOoCTyTa

3amuimaemas HHGopMaIus

WUnentudukanus

HNudopMarimonHas cucreMa

WupopmanmoHHbIE pecypehl

HNudpopmanmoHHbIe
TEXHOJIOTUH

HNudopmanus

KonTtpomupyemas 30Ha

KoHbuaeHIHaIbHOCT

O6paboTka nepcoOHATBHBIX
JTAHHBIX

TEPMUWHBI 1 OITPEJAEJIEHHUSA

JlelicTBMs MO0 IpOBEpKe IOUIMHHOCTH CyObekTa [OCTyna
B HH(GOPMAIIMOHHON CUCTEME

CoCTOsIHHE  3alMIIEHHOCTH HH(pOpMaluy,
obecreyeHsl  ee  KOH(QUAECHLIHAIBHOCTD,
U LIEJIOCTHOCTD

IIpH KOTOPOM
JOCTYITHOCTDH

MudopmaiMonHas CHCTEMa, CO3[aBaeMas B LIEJAX pealn3aluy

MIOJTHOMOYHH roCyIapCTBEHHBIX OpraHoB
U obecrieyeHus oOMeHa HHGOpPMaIUeH MEXIY STUMH OpraHaMH,
a TaKKe B MHBIX YCTAQHOBJECHHBIX (efepalbHbIMH 3aKOHAMH
HEJsX

B03MOXHOCT TOIyd4eHHss MHGOpPMAIMM W €€ HMCIOJIb30BaHMA

— CocrossHAEe MH(OPMAIIHH, XapaKTEePH3yeMOoe CIIOCOOHOCTHIO

TEXHWYECKHX CpEICTB ¥ HHGOPMAIMOHHBIX TEXHOJIOTHH
obecreunBaTh GeCIpPENATCTBEHHBIM AOCTYN K HH(pOpMalHMU
CyOBEKTOB, UMEIOIIMX Ha 3TO MOJTHOMOYHUS
3amuTa WHGOpPMAIMM, HaNpaBlIeHHasd Ha MPEAOTBPALICHUE
TMOJyYeHHs 3aluinaeMoid HHQPOpMallMH 3aWHTEPECOBaHHBIMU
CcyObeKTaMH C HapyIIEHHEM YCTaHOBJICHHBIX HOPMAaTHBHBIMH
M TpaBOBHIMH JIOKYMEHTaMH (aKTaMM) WM oOJagaTessiMH
WHGOpMallMK TpaB WIM IIpaBHJI pa3srpaHAYCHHs [OCTyNa
K 3alMInaeMoi HHpopMalvu
Wudopmanys, sBIsiomasics IpeIMETOM COOCTBEHHOCTH
¥ TOJIeXalnas 3alluTe B COOTBETCTBHH C TpeOOBaHHAMH
IIPaBOBBIX JIOKYMEHTOB WA TpeGoBaHUIMH,
yCTaHaBIMBAEMBIMH COOCTBEHHHKOM HH(pOpMAIHK
[IpucBoenue cy6bekTaM u 06BeKTaM J0CTyNa HieHTHHUKaTopa
U(WIH) CpaBHEHHE  NPEIbABIAEMOTrO HACHTU(PHUKATOPA C
TlepeYHEM IIPUCBOCHHBIX HACHTH(PHUKATOPOB
COBOKYIHOCTh coAepiKalleiics B 6azax JaHHBIX HH(OpMAIHK
u obecrieunBaomMx ee  00paboTKy  MHGOPMAIMOHHBIX
TEXHOJIOTHI ¥ TEXHUIECKUX CPEICTB
OtaenbHBIE JOKYMEHTH U OT/AEIbHBIE MAcCHBBI JOKYMEHTOB,
JOKYMEHTBI M  MacCHBBI  JIOKYMEHTOB, COJCPXallUeCs B
MH(OPMAIHOHHBIX cucTeMax (6uGHoTeKax, apxuBax, GoHmax,
GaHKax JaHHBIX, HHPOPMAIMOHHBIX CHCTEMaxX JIPYTHXBHIOB)
IIpomecchl, MeToabl MOMCKa, cO6opa, XpaHEeHHS, 06paboTkH,
TIPEIOCTABNEHHS, PACIPOCTPaHeHHss HHYOPMAIMK U CIOCOOBI
OCYIIECTBIICHHS TAKUX IPOLIECCOB M METOJIOB

Ceenenus (COOGIIEHHMS, NaHHbIE) HE3aBUCHMO OT (OPMBI HX
IpeICTaBIeHUS
IIpocTpaHCTBO (TEPPUTOPHS, 3aHKE, YACTh 3[aHHUs),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJUpyeMoe MpebblBaHue JIHIL,
HE MMEIOIMX IIOCTOSHHOTO MM  pa3oBOro  JIOIMycCKa,
¥ IOCTOPOHHUX TPAHCIIOPTHHIX CPENICTB
O6s13aTeNbHOE I BHITOJHEHUS JIAIIOM, ITOJyYHBIIAM JOCTYII
K ompejelneHHOM HHbOpMaluu, TpebOBaHHE HE IepelaBaTh
Takylo HMHpOpMamMiO TpeThbUM ImmaM 0e3  cormacus
ee obnagarens

JletictBus (omepanuu) ¢ NEPCOHATBHBIMH JaHHBIMH, BKIIIOYAs

c6op, cHCTeMaTH3aldio, HaKOIUIEHHE, XpaHEHHEe, YTOYHCHHE
(o6HOBIIEHHE, U3MEHEHHUE), HCIIOJIB30BAaHHE, PaCIIPOCTPAHEHHE



Omnepatop

[lepconanbHbBIE JaHHBIE

Yrpo3a 6e30macHOCTH
uHpoOpMaIuu

VAa3BUMOCTE

IlenocTHOCTH

(B TOM umcie mepeaady), obeznMuyHMBaHHE, OIOKMpOBaHHE,
YHHYTOXXEHHE NEPCOHATBHBIX JaHHBIX

rpaXIaHHH WIA IOPUAMYECKOE JIMIO, OCYINECTBIIAIOIIHE
JEeATENIbHOCTD 110 3KCIUTyaTallid WH(GOPMAIMOHHON CHCTEMBI,
B TOM u4Hclle 10 00pabGoTke HHGpOpMALUH, COAEpXKAIIEHCT
B ee 0a3ax JaHHBIX

JIrobast wH(GOpMAIHs, OTHOCAIIAACA K IPAMO MM KOCBEHHO
OIpEJIETIEHHOMY HJIH OIIpe/ie/iieMOMY (pU3HYECKOMY JIUILY
COBOKYIIHOCTH ~ yCIOBHH H  (DakTOpoB,  CO3JAIOIINX

MOTEHIIHATBHYIO 170071 peabHO CYLIECTBYIOIIYIO
OIACHOCTh, CBA3aHHYI0 C  YTeukoi HH(OpMalMu W/HIHA
HECAHKI[MOHUPOBAHHBIMU 137078)17%¢ HeTpeJHaMepEHHBIMH

BO3JCHCTBUSMH Ha HEe

Henmocratok (c1abocTs) MpOrpaMMHOTO
(IpOrpaMMHO-TEXHAYECKOT0) CPEACTBA MM HH()OPMALMOHHOH
CHCTEMBI B II€JIOM, KOTOpHIA (KOTOpas) MOXKeT ObITh
HCIONb30BaHA Ul peaiu3alud  yrpo3  6e30macHOCTH
uHboOpMauu

VcerounBocTh  HHGOpPMAlMM K  HECAHKIIMOHHPOBAHHOMY
WIH CIIy4YaifHOMY BO3JEHCTBHIO Ha Hee B Ipoliecce 06paGoTKu
TEXHHYECKHMH CpEICTBAMH, PE3YJIbTaTOM KOTOPOrO MOXKET
OBITH YHHYTOKEHHE ¥ HCKXKEHHE HHOOPMALIUK



OBO3HAYEHMUSA U COKPALLIEHUS

I'OCTP — Tocynapcreennsiii crangapt Poccuiickoit @enepanuu

[lonuTuka — TlomuTtHka uEGOpMaKoHHOM Ge3onacHocTH CaHkT-IleTepbyprexoro
roCyIapCTBEHHOT0 OFOKETHOTO YIpEkKAECHHS «J[oM MOIOAEKH
ITpumopckoro paiiona Canktllerepbypray»

CII6 I'BY «Jlom Monozexu — Cankr-ITeTepOyprekoe rocy1apcTBEHHOE OIOKETHOE YUPEKICHUE

[Tpumopckoro paiioHa» «Jlom mMonozexu ITpumopckoro paiiona Cankt-Ilerepbypra»

@®CB Poccun — MenepanbHas ciyxba 6e3onmacHoctH Poccuiickoi @enepanuu

OCTIK Poccun — MepepanbHas ciyx6a 10 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTPOJIIO



1. OBHIME ITOJIOXXEHUSA

Hacrosmas IlomuTrka sBIsS€TCS JOKYMEHTOM, ONpeIelSIONIAM HallpaBJIeHHs NeATeIbHOCTH
B obOmactu obecneyeHus HMHPOPMALHOHHOM G6e30macHOCTHM U TNpeAcTaBiseT  coboi
CHCTEMaTH3MPOBAaHHOE U3JIOKEHHUE LeNel U 3a1a4 HHPOpMAIIMOHHOM 6€30IaCHOCTH, KaK OHO MIIH
HECKOJIBKO IpaBWJI, IIPOLEAYP, MPAKTUYECKUX MPUEMOB U PYKOBOISINUX NPUHIIMIIOB, KOTOPBIMH
pykoBoxactByercs CII6 I'BY «Jlom wmomomexu Ilpumopckoro paiioHa», a TakKxke
OpraHM3allMOHHBIX, TEXHOJIIOTHYECKUX M MPOLIEAyPHBIX acleKTOB obecredyeHnus HHGOPMAIIHOHHOM
6€30MacHOCTH.

[Tonoxenuss  Hacrosmedt [lonuTHKM He  pacmpoCTpaHsIOTCS Ha  obecrnedyeHHe
HHGOPMAIIMOHHOM 6e30MaCHOCTH CBEJIEHHH, COCTABIIAIONINX FOCYAapCTBEHHYIO TalHY.

OcHoBHoI1 3a1a4et B o61acTu uHbOpManuonHo# OezomacHocti CII6 I'BY «Jlom Momoaexu
ITpumopckoro paioHa» NpPH3HAET COBEPIIEHCTBOBAHHE MEP M CPEACTB OOeCleueHMs 3allMThI
uHpopmaiuu uHGopmarmonHsx pecypcoB CII6 I'BY «Jlom Monoxexu [Ipumopckoro paiioHa» B
KOHTEKCTE Da3BUTHS 3aKoHojaTenscTBa Poccuiickoit dDenepauMu ¥ HOPM pETYIMPOBAHHS
HHGOPMAIIMOHHOM JEATENFHOCTH B TEKYIIMX YCJIOBHAX (PYHKIIMOHHPOBAHHS HHG(OPMALHOHHOIO
HOJIAL.

ITpu pazpabotke [IOJUTHKH YUUTHIBAIUCH OCHOBHBIE IMPUHIMIIBI CO3AAHUS CHCTEM 3alIUTEHI
HHQOpMaIMK, XapaKTePUCTHKA M BO3MOXHOCTH OpraHW3allAOHHO-TEXHHYECKHX MeEp H
COBPEMEHHBIX IPOrPaMMHBIX H allllapaTHO-IIPOrPaMMHBIX CPEICTB 3alIUTH HHYOpPMAIIHH.

B pamkax cBoeit nesarensHocTH CII6 I'BY «Jlom Momozmexu IIpumopckoro paioHay
o0s3yeTcss NpeANpUHHMATh BCe BO3MOXKHBEIE MeEpBI Ui 3aIUThl HHGOpPMalMH OT Yrpo3
6e30nmacHOCTH HH(POPMAITHH.

TpeGoBanusi WHPOPMALMOHHOM GE30MaCHOCTH COOTBETCTBYIOT IeisM JesterabHocTH CII6
I'BY «Jlom ™omonexu Ilpumopckoro paioHa» W IpeAHAa3HAYEHBI MJIsI CHH)KEHHS PHCKOB,
CBSI3aHHBIX C pean3alueii yrpo3 6e30macHOCTH HHGOpMALUK.

[Momutuka noctynHa BceM pabotHukam CII6 I'BY «Jlom Monoxexu ITpuMopckoro paioHay
¥ BCEM I10JIb30BATEIISIM €T0 PECYPCOB.



2. IIEJIA M1 3AIAYM OBECIIEYEHUS MTHOOPMAIIMOHHON BE3ONTACHOCTH

Cy6bexThbl HHpOPMAIHOHHbIH OTHOMEHHH

Cybbexktamu mpu obecredennn uH(popManuonHoit GesomacHoctd B CII6 I'BY

«JTom Monozaexu [IpuMopckoro paitoHa» SBISAIOTCA:

pabOTHUKH (B TOM YHCIIE YBOJIICHHEIE);

¢bu3nyecKue IHIa, MPEJCTaBUTENId KOHTPAreHTOB B PaMKaX MCIIOJIHEHHs JOTOBOPHBIX
00s13aTeNbCTB;

¢usnyeckre smna, moxasmue obpamenwe B anpec CII6 I'BY «Jlom Momomexu

ITpumopckoro paiioHay;

IOpPUIMYECKME JIMIa, B paMKaX HCIONHEHHS IOTOBOPHBIX 0O0S3aTeNbCTB MM BO
UCIIOTHEHUH TpeGOoBaHMi CO CTOPOHBI 3aKOHOAaTenbcTBa Poccuiickoit Penepanuu;

OpraHbl rOCy/1apCTBEHHOM BIIaCTH.

O06bexThI HHPOPMALIHOHHBIX OTHOMEHHH

O6pexTamu HHYOPMALTHOHHBIX OTHOLIEHHH ABJIAIOTCS:

uHpopmarmonnsie pecypesl CI16 I'BY «JloM Monoaexu [IpuMopckoro paionay;

rOCyapCTBeHHBIE HWH(GOpPMAIIMOHHBIE CHCTeMBI, OIepaTopoM KOTOPBIX — SBISAECTCA
CII6 I'BY «/lom monozexu IIpumopckoro paiioHay;

npouecckl 06pabotku mHGopManuu B MHGopmanuoHHBIX chHcTeMax CII6 I'BY «Jlom

Mosionexu I[IpuMopckoro paiioHa», WHGOPMAIMOHHBIE TEXHOJIOTHH, PErIaMEeHTHI %}
npoueaypsl c6opa, 00paboTKH, XpaHEHHs | Iepefadd HHOPMAlUH;
HH(pOpMaIMOHHAs HHPaACTPYKTypa, BKIIOYAIOIIASL CHCTEMBI 06paboTkH,

XpaHeHUS W aHalIu3a MHGOpPMAIMH, IPOrpaMMHBIE M IIPOrpaMMHO-alapaTHbIe CPEACTBA, B
TOM YHCJI€ KAHAJIBICBSA3H U TEJIEKOMMYHHUKAIIWH;

CHCTEMBI M CPEACTBA 3aIlIUTHl MHGOpMaluH, OOBEKTHI H IIOMEIICHHS, B KOTOPBIX
pa3MelneHsl cpeacTBa 06paboTkH HHGHOPMALHH.

Iesau obecnevenns HHPOPMALHOHHOH 0€30MACHOCTH

OcHOBHO# menmbio obecredenus uH@opManuonHoi 6Gesomacroctu CII6 I'BY «JloMm
Mojionexu I[IpEMOpCKOro paiioHa» SBISAIOTCS JCHCTBHMs HaNpaBlICHHbIE Ha JIOCTHXKCHHE
3aIUTBl CYOBEKTOB HH()OPMAIMOHHBIX OTHOIICHHH OT BO3MOXHOIO HAHECEHHS MM
MaTepHATbLHOTO, (H3MIECKOr0, MOPAIBHOIO MM HHOTO ymepba, MOCPENCTBOM CIIy4adHOro
I  TpeJHAMEPEHHOTrO BO3ACUCTBHUS Ha HHGOPMALUIO, B TOM YHCIIC:

obecrieyeHrs OTKa30yCTONYHBOrO (PyHKIMOHHPOBAHMs MPOTPAMMHBIX M amlapaTHO-
nporpammubix  cpeacte  CII6 T'BY  «Jlom Momomexu Ilpumopckoro padoHa» H
[PEIOCTABIAEMBIX CEPBUCOB;

COGIIONIEHHs] PABOBOIO PEXMMa HCIOJB30BAaHAUS MAacCHBOB H CPENCTB 00pabOTKH
“HpOpMaIIUH;

IpeIOTBPAIEH s pealn3alii Yrpo3 6e30IMacHOCTH MH(OPMAIWK MIPH OCYLIECTBICHHH
nesrensHocT CI16 I'BY «Jlom Monoaexu [IpuMopckoro paioHay.

3anaun obecnevyeHuss HHPOPMAIHOHHOH 0€30MACHOCTH

JlocTwkeHnue menedt obecrneyeHMs HMH(GOPMALMOHHOM 6€30IMacCHOCTH M CBOWCTB
undopmanuu, CI16 I'BY «Jlom momonexu IIpuMopckoro paioHa» peraeTcs ClIeAyIOIIUMH
3aJadaMH:

3allUTBl OT HECAHKIMOHMPOBAHHOIO [OCTyma K HH(OpPMAIMOHHBIM pecypcaM;

pasrpaHMYeHHsi [JOCTyna [Ojib3oBareldedi K HMHGOPMAIMOHHBIM, AaNlapaTHbIM,

IPOTrpaMMHBEIM H HHBIM pecypcam;

PETHCTpallMi M NIEPHOJMYECKOr0 KOHTpOJS NEHCTBHM MOJNb30BaTenci mpu o6paboTke
3aIMIIaeMoi HH(GOPMAIIMK ¥ IEPHOINYECKUH KOHTPOJIb KOPPEKTHOCTH MX NEHCTBHUH;

KOHTPOJISL LIEJIOCTHOCTH CpeJbl MCIOJHEHMs MPOrpaMM H €€ BOCCTAHOBJICHHE B ClIy4ac
HapyIIEeHHUS;

obecnieyenus ayTeHTHQUKAMM W HACHTUGUKALKMHM IIOJIL30BATENEH,
y4acTBYIOIMX B HH)OPMAIHOHHOM OOMEHE;



obecrieueHHss  WCIPAaBHOCTH  TNPHMEHSEMBIX B HH(OPMAIIMOHHBIX
cucremax CII6 I'BY «Jlom momoaexu [Ipumopckoro paitoHay» CpeICcTB 3alMThl HHYOPMAIUH;

CBOEBPEMEHHOTO BBHISBIIEHHE HCTOYHHKOB yrpo3 OesomacHOCTH HHGOpMAalUH,
OPUYUH  H YCIIOBHH, CIIOCOOCTBYIOIIMX HAHECEHMIO yiIepba 3aHHTEpEeCOBAaHHBIM CyObeKTaM
UH(OPMaIMOHHBIX OTHOIIECHHUH;

CO3JaHMEM CIIy)KObI MOHHMTOPDHHIAa M pearkpoBaHHs Ha Yrpo3bl 0€30MacHOCTH
UH(pOpMAaIIMK HHETATHBHEBIE TIOCIIEACTBHS;

CO3JJaHHEM YCJIOBHH JUIi MHHHMH3AUWH HAHOCHMOIo yiepba HeImpaBOMEPHBIMH
JNEeUCTBUSMH, H YCTpaHEHHE MOCIEACTBHH HapylleHHs HHGOPMAIIMOHHOH 0€30macHOCTH B
CII6 I'bY «Jlom monoznexu [Ipumopckoro paiioHay.

Pemenne premmenepeuncienssx 3amad B CII6 I'BY «J/lom Momonmexu

[TpuMopckoro paitoHa)» OCYIECTBIAETCS TOCPEACTBOM:

ydeTa BCceX MOJUIeKAalIMX 3alIiuTe HHPOPMAIIHOHHBIX PECYPCOB,;

KYpHAIUPOBaHHUs [EHCTBHHA IEPCOHANA, OCYIIECTBIAIOMEr0 OOCTyXHBaHHE W
MOAM(HKALMIO TPOrPaMMHEIX M IPOrPaMMHO-AIapaTHBIX CPEACTB HH(OPMAIMOHHBIX
CHCTEM;

perjlaMeHTalldy IpoleccoB 06paboTku uH(bopMaimy, neiictBuii  paborHuxos CII6
I'BY «Jlom Momomexu Ilpumopckoro paioHa», OCYIIECTBIAIOIIUX 3KCILTyaTalHIo
OpPOrpaMMHBIX M  NIPOrpaMMHO-aNNlapaTHBIX CpPEeICTB, Ha OCHOBE  YTBEPXKICHHBIX
OpraHU3alHOHHO-PAaCIOPAAUTEIBHBIX JOKYMEHTOB II0 3alUTe HHPOPMAIIHH;

Ha3HAYEHWS M IOJArOTOBKOW pabOTHHKOB, OTBETCTBEHHBIX 34 OpraHH3alUI0 H
OCYIIECTBJIEHMEMEPOIIPHATHH 110 06ecnedenuto nHdopMarmonHoii 6esomacHoctu B CII6 I'BY
«JloM monoznexu [Ipumopckoro paoHay;

HaJeleHHs KaXIoro paboTHMKa MHHHMAIbHO HEOOXOOMMBIMHM IIpaBaMH IIpH
pabote B HH)OPMAIIMOHHON MHPPACTPYKTYPE COTIACHO X JODKHOCTHBIM O0S3aHHOCTSIM;

COOMIONEHHS. BCEMH pabGOTHUKAMH, OSKCIUIyaTHPYIOIIMMH H  OOCITy)XHBAIOIIAMH
NpOrpaMMHBIE M [POrpaMMHO-aIlIapaTHBIE CpEACTBa, TpeOOBaHMH OpraHU3allHOHHO-
PacmopsAMTENBHEIX JOKYMEHTOB MO  BompocaM  obecmedeHHMss — HHGOpMAIHOHHOH
0€30IMacHOCTH;

IEPCOHANBHOM OTBETCTBEHHOCTBIO Kaxaoro paboTHHKa 3a CBOM JICHCTBHS,
YY4acTBYIOIETO B paMKaXx CBOMX (QYHKUMOHAIBHBIX OOfA3aHHOCTEW B  Ipoleccax
ABTOMATH3UPOBAaHHOM 00pabOTKM HMHGpOpMAllMM H HMEIOIEero JOCTyl K pecypcam
HHGOPMAIMOHHEBIX CHCTEM;

peanm3anuedf  TEXHOJNOTMYECKMX  mpomeccoB  obpabotkm  uHpopMaimu ¢
HCIIOIb30BAHHEM KOMILIEKCOB OpPraHU3al[HOHHO-TEXHUYECKHX MEP 3alllUThl IIPOrpaMMHOI0
obecrieyeHus, MpOrpaMMHO-aIapaTHBIX CPE/ICTB;

MIPUHATAS MEpP MO 00ecre4eHHI0 (U3UYECKON IIEIOCTHOCTH MPOrpaMMHO-alnapaTHbIX
CpeacTB HHPOPMALMOHHBIX CHCTEM U HOJIep)KaHHeM He0OXOJIUMOro ypOBHS 3aIlUIIEHHOCTH
KOMIIOHEHTOB;

HCIIOJIb30BAHUA INPOTrpaMMHBIX M  I[POrpaMMHO-AlIAapaTHBIX  CPEACTB  3allUTEHI
uaopManuu obpabateiBacMom B CII6 I'BY «Jlom Momomexu IIpuMopckoro paioHa» H
aJIMUHUCTPATUBHOM MOIEPKKON UX UCIIOJIb30BAHHUS;

KOHTPOJIS COBIIIOIEHHS TIOIb30BaTeIIMUA HH(POPMAIIHOHHBIX CHCTEM TpeOOBaHMIA 110
obecneueHHI0 HHPOPMALHOHHOM 6€3011acHOCTH;

HpoBeIeHH aHau3a 3G EKTHBHOCTH IPUHATHIX Mep 3aIUTH HHPOPMALUH U
NpUMEeHSEMBIXCPEICTB 3amuThl uH(GopManuu B CII6 I'BY «Jlom Monoaexu IIpumopckoro
paiioHay;

pa3paboTKH M pealH3alliy TPEUTOKEH I IO COBEPIIEHCTBOBAHHIO CHCTEM 3allUTHI
unpopmanuu B CI16 I'BY «Jlom monoaexu IIpumopckoro paioHay.

3. IPMHIIUIIBI OBECIIEYEHUSI HHOOPMAIIMOHHOM BE3OITACHOCTH



Ob6ecneyenne uHGOpMAIMOHHOM 6€30IMaCHOCTH HOJDKHO OCYLIECTBIIATHCH B
COOTBETCTBHHCO CJIEIYIONMMHA OCHOBHBIMHU IPHHIIUTIIAMH:

IIpuHIMD 3aKOHHOCTH

[Ipu BBICOPE MepONpUATHH 10 3amMTe HHPOPMAIMU OOJDKHO COOIIOAaThCS
IeACTBYIOIIEe 3aKOHOAATENLCTBO Poccuiickoit Peneparuu B cdhepe 3amuThl HHGOPMAIIMH.

Bce pabGOTHHKHM [ODKHBI HMETh MpeACTaBlIeHHE 00 OTBETCTBEHHOCTH 32
IpaBOHapyIIeHUsI B chepe 3alUTHI “HpOpMALIUH. [IporpaMMHoO-amnmnapaTHbIe
cpenctBa, npuMenseMeie B CII6 I'BY «Jlom Monopexu IIpuMopckoro pawoHa», MOJIKHBI
MUMETh COOTBETCTBYIOLIME JIMIEH3MH, OQHIHATEHO NpHOOpeTaThCs y INpelIcTaBHTENeH
pa3paboOTYHUKOB 3THX CPEACTB MM ABJIATHCS HHTEIUIEKTyanbHOM cobcTBeHHOCTRIO CII6 I'BY
«Jlom Monoaexu IIpumopckoro paitonar.

IIprHOMD CHCTEMHOCTH

[lpu co3maHMM CHCTEMBI 3aIOUTHl JOJDKHBI YYHUTBIBATBCA AaKTyalbHBIE YIPO3bI
6e3omacHOCTH WH(OpPMAIIUH, BO3MOXHbBIE OOBEKTHI U HAllpaBJICHHs aTaKk Ha HEE CO CTOPOHBI
HapymmuTenei. CucTeMa 3alIMThl JOJDKHA CTPOMTECS C Y4ETOM HE TOJIBKO M3BECTHBIX KaHaloB
yTe4kH HHQPOPMAIMH, HO M C YYE€TOM BO3MOXKHOCTH MOSBICHHS HOBBIX YA3BHMOCTEH B
IPOrpaMMHOM OOECTIEYECHUH.

IIpHHOMN KOMIUIEKCHOCTH

KOMIUIEKCHOE ~ HMCIIONB30BaHHE CPEACTB  3allUThl HH(OpMAaIMM  Ipearoiaraet
COIJIaCOBaHHOE  IMPHMEHEHHEe IpH IOCTPOEHHHM  ILIEJOCTHOM  CHCTEMBI  3allUTHI,
IIEPEKPHIBAIOIEN BCE CYINECTBEHHBIE yIpo3bl Oe30macHOCTH MH(OpManuy. 3amura J0JDKHA
CTPOUTHCSA 3MIETOHHpPoBaHO. DHU3MYECKas 3alUTa JOJDKHA 06ecIeumBaThCa (QH3HIECKUMH
CpeACTBaMH U OpraHU3alMOHHBIMH MEPaMH.

[Ipy NOCTPOEHWH, BHEJPEHHH M OKCIUTyaTalli¥ CHCTEMBI 3aIMTHl HMH(pOpMAIUH
pykxoBoactso CII6 I'BY «Jlom mMonozexu [IppMopckoro paioHa» o6ecreyrBaeT yCloBHs A
3 hEKTUBHON KOOpAMHALMM JEHCTBHM BCeX ML, OGECHEeYMBAIOIMX HH(OPMAIHOHHYIO
6€3011acHOCTb.

IIpuHIHD CBOEBPEMEHHOCTH

PaspaboTka CHCTEMBbI 3alIUTHl HHGOpMAIMM JO/DKHA BECTHUCh IApajuIeIbHO C
pa3paboTKOMH HHDOPMAIMOHHOM CHCTEMBL. JTO IO3BOJHT  Y4eCcTb  TpeOOBaHHA
6e30MacHOCTH TP IIPOSKTHPOBAHHH ApXHTEKTYpHl H, B KOHEYHOM cdeTe, co3JaTh Goinee
>pdexTrBHEIE HHPOPMAIMOHHBIE CHCTEMBI, OONajaollie JOCTaTOYHBIM  YPOBHEM
3aIUIIEHHOCTH.

IpuHIAN PeeMCTBEHHOCTH

[ToCTOSHHOE COBEpPIIEHCTBOBAHME MEP M CPEACTB 3alllUThl MH(OpMAUWH Ha OCHOBE
IPEEMCTBEHHOCTH OPraHU3aIllMOHHBIX U TEXHUYECKHUX PEIICHHH, KaJpOBOr0 COCTaBa, aHAIH3a
(GYHKIHOHHPOBAHUS HHPOPMAIMOHHBIX CHCTEM M CHCTEMBI €€ 3alllUThl C Y4YETOM
M3MeHEHHH B METOIaX M CPeJICTBaX MepexBaTa HH(OpPMALUH, HOPMATHBHEIX TpeGOBAHHUHA MO
3amuTe HHPOpPMAaLIUH.

IIpuHUHMI 70CTATOYHOCTH

CoOTBEeTCTBHE YPOBHsI 3aTpaT Ha obecreyeHHe MH()OPMANHMOHHOM GE€30MacHOCTH H
IIEHHOCTH HMH(MOPMALMOHHBEIX pPECYPCOB Ha BEJIHMYMHY BO3MOXHOro ymepba oOT HX
pasriallieHusl, YHHYTOXKEHUS W HCKaxeHHs. Vcrmomp3yeMble Mepbl H CpEACTBA 3allUTHI
uHpOpMAallMd HE [O/UKHBI yXyOIIaTb JPrOHOMHUYECKHE IIOKa3aTed KOMIIOHCHTOB
HH(POPMAIMOHHBIX CUCTEM.

IIpuHIHMN OTBETCTBEHHOCTH

Bo3/10)K€HHE OTBETCTBEHHOCTH 3a obecnedeHHe Ge30macHOCTH HHGopManuvu H ee
06paboTKH Ha KaXA0ro pabOTHMKA B MpeAeiax ero IOJHOMOYMH. B COOTBETCTBHH C TUM
NPUHIIMAIIOM paclpesielieHHe NpaB M 00sf3aHHOCTEW PaGOTHHKOB CTPOHMTCA TakuM 06pasoM,
4TOOBI B CiTy4dae JII060ro HapymeHus ObLT H3BECTEH HAPYIIUTEND.

IMpuHIHMI 060CHOBAHHOCTH H TEXHHYECKOH peaTn3yeMoCTH



HHpopMallHOHHBIE TEXHOJIOTHH, IIPOrpaMMHEIE U ITPOrpaMMHO-aINapaTHbIC CPEACTBa,
MepBI 3aIIUTHl HHPOPMALUK IOJDKHBI OBITh pealn30BaHbl 110 COBPEMEHHBIM pEIICHHSM,
060CHOBAHBIC TOUKHM 3PEHHS JOCTHKEHHS 3aJaHHOTO YPOBHSI 3aIMINEHHOCTH HH(OpMAIMH !
9KOHOMMYECKOH IIeNIECO00pa3HOCTH, @ TaKXK€ COOTBETCTBOBATh YCTAaHOBJICHHBIM HOpMaM
U TpeboBaHHAM 10 Ge30macHOCTH HHGOPMALIUH.

IIpuHoun npogeccuonaanIMa

Peanusaius Mep 3alMTHI HHGOPMAIIMK | SKCILTyaTall|s CPEICTB 3allUThl HHGOpMALHH
JIOJDKHA OCYIIECTBIIATHCS MPOQECCUHOHATBHBIMY CIIEIHATHCTAMH.

[IpuBlieueHHe CIENMATH3MPOBAHHBIX OpraHW3alluii K pa3paboTKe CpeACTB H
pealu3alii Mep 3alUThl HHpOpManuH, MOArOTOBIEHHBIX K KOHKPETHOMY BHIY
JIEATENBHOCTH 110 00ecreuyeHHI0 6e30MmacHOCTH HHPOPMAIIMOHHBIX PECYPCOB, HMEIOLIMX OIBIT
IPaKTHYECKOM pabOThI ¥ JTHIIEH3HH HAIIPABO OKa3aHHs YCIYT B 3TOM 061acTH.

IpuHIMN MEHEMHA3AIAA NPHBUJIETHi 10/1b30BaTe/IeH

OGecrieyeHre I0Jb30BATEIe IMPUBUJIETHIMH MHHMMAIBHO JIOCTAaTOYHBIMHM IS
BBHIITOJIHEHUS UMH CBOMX JIOJDKHOCTHRIX obs3anHoctedt B CII6 I'BY «Jlom Mojomexu
[Tpumopckoro paiioHay.

4. OCHOBHBIE TPEBOBAHMS 110 3AIIATE
NWH®OPMAIIMA OI'PAHUYEHHOI'O JOCTYIIA

Cucrema  3amuTel  HHGOpMALMKH  JODKHA  MpeaycMarpuBaTb  KOMILIEKC
OpraHM3alHOHHBIX, IIPOrPAMMHBIX M IIPOrPaMMHO-ANMAPATHBIX CPEACTB M MEp IO 3allUTe
uHpopManuu B mpouecce ee 06paboTKH.

BeimonHeHHe TpeGOBaHMHM JOCTHraeTcss 3a CdeT pealu3allud Ha 00BeKTax
uH(OpPMAaTH3AIMU Mep 110 3alIUTe HHPOPMALIUH:

HIEeHTH(HUKAIMY U ayTeHTU()UKALUK CYOBEKTOB IOCTyIa H OOBEKTOB AOCTYIIa;
YIpaBIE€HHIO JOCTYIOM CyOBEKTOB JOCTyma K OOBEKTaM  JIOCTyma;
OTpaHWYEHHUIO IPOrPAMMHOM CPEIBI;
3allliTe MAIIWHHBIX HOCHUTENEH IEPCOHANBHBIX JaHHBIX;
perucTpaiuu coobITHi 6€30MacHOCTH,
aHTUBUPYCHOH 3allUTE;
00HapyKEHHIO BTOPKEHUH;
KOHTPOJTIO (aHATH3Y) 3alUIICHHOCTH IEPCOHATBHBIX JaHHbIX;
06eCleueHHI0 IEJOCTHOCTH HH()OPMALIMOHHOM CHCTEMBI M  IEPCOHAIBHBIX JaHHBIX;
06eCIeYeHHIO JOCTYITHOCTH NEPCOHANBHBIX JaHHBIX;
3alIMTHI Cpelbl BUPTYaIU3alliH,
3alIUTH TEXHUYECKUX CPEICTB;
3aIUTHl MHQOPMALIMOHHON CHCTEMBI, €€ CPEICTB, CHCTEM CBA3H H IEpeladd [aHHBIX,
BBISIBJICHHIO MHITHICHTOB U PEaripOBaHME Ha HHUX;
yIpaBjieHuI0 KoH(purypamueii HHGOPMAIMOHHOX CHCTEMbl M CHCTEMBI  3alIUTBI
NEePCOHAIBHBIX JaHHBIX.

CII6 TBY «Jlom monomexu IIpumopckoro padioHa», kak obnanaTens HHGOpMAlHH

OTpaHMYEHHOTO JOCTYIIA, P OCYIIECTBICHHH CBOUX MPaB 00s3aHO:
coOmmomaTh mpaBa ¥ 3aKOHHBIE MHTEPECHl HHBIX JIMIL
IPUHAMATH HEOOXOAMMBIE MEpHI 10 3alliTe HHPOPMALHH,

OTpaHMYMBATh IOCTYH K WHpOpMALMM, €ClIH Takad  OOf3aHHOCTh  YCTaHOBIICHA
3akoHoJarenbcTBOM Poccuiickoi @enepanuu.

B TtoM umcne CII6 I'BY «Jlom mononexu IIpuMopckoro panona» BIIpaBe €CIH HHOE
He IMpeIyCMOTPEHO 3akoHoaaTeabcTBoM Poccuiickoi Penepanuu:

pa3pelaTh Ui OrpaHHIUBATh JOCTYI K HH(GOpMaIMH, ONPEIEIIATE TOPANOK H YCTIOBHS
TaKoro OCTYIa;



HCIOJIB30BaTh HHGOPMAIIMIO, B TOM YHCIIE PaCIIPOCTPAHATH €€, 110 CBOEMY

YCMOTPEHHIO;

nepefasaTb HMHOOPMALMIO [APYIMM JIMIA@M Ha YCTAHOBJIEHHOM

3aKOHOIATENLCTBOM Poccuiickoi deneparvu OCHOBAHHH;

3alllMIIaTh YCTaHOBJICHHBIMH 3aKOHOJATeNIbCTBOM Poccutickoit @enepanuu cnocobamu
CBOM IIpaBa B Clly4ya€ HE3aKOHHOIO IIONyYeHHs HHPOpPMalMM HJIH €€ HEe3aKOHHOIO
HCIIO/Ib30BaHHUs HHBIMH JIHI[AMH;

OCYIIECTBJIATh MHBIE NEHCTBHA ¢ HHQOpPMaLMEeH WM pa3peliaTh OCYIIECTBICHHE TaKUX
JCWCTBHH, €CIM 3TH JEHCTBHS He MPOTHBOpedYar (efepalbHbIM 3aKOHAM M JIPYTHM
HOpPMAaTUBHO-IIPaBOBEIM akTaM Poccutickoit ®enepanuu.

3amuta MHGOPMAIIMH OrPAHMYEHHOrO JOCTYNa IIPEACTaBiseT cob6oM NpHHSTHE
OpraHU3alHOHHBIX U TEXHUYECKUX MEpP, HAallpaBJICeHHBIX Ha:

cobmonenne KOHQUIEHIHMATBHOCTH HHpOpMAKK (MCKIIOYEHHE HENPaBOMEPHOTO
J0CTyTa, KOMPOBAHHUS, IPEIOCTABICHNS UM paclipOCTpaHEeHHUsI MH(POPMAITHH );

obecrieyeHHe  LENOCTHOCTH  HHGOpManuu  (MCKIIOYEHHE HENPaBOMEPHOTO
YHHUUYTOXECHHUS MM MOAUGHIUPOBAHHUS HHPOPMAIIHH );

peamu3alMio IMpaBa Ha AOCTyn K HHbopMauuu (HCKIIOYEHHE HENPaBOMEPHOIO
610KMpOBaHUS HHPOPMAIIHH).

CpencrBa 3amuTsl HHGOpMAWK BHEIPAIOTCS MO pe3ylbTaTaM IIPOBEICHUS OLEHKU
PHCKOB HHGOPMAMOHHOM 6€30MaCHOCTH.

Opranuzanus 3amuThl HHPOPMALHH

ITpu opranmzanuu B CII6 ['BY «Jlom Mmomnomexu IIpuMopckoro paioHa» 3amiuThl
MHGOPMAIIMH, JOJDKHEI BEIMOJIHATECS TpeboBanus DemepanpHoro 3axoHa ot 27.07.2006 Ne
149-®3 «O6 nundpopmanuu, HHPOPMAIHOHHEIX TEXHOJIOTHIX H O 3alluTe HHGOPMAIHM,
KOTOpBIE  DEryJIMpYIOT  OTHOIIEHHS,  CBS3aHHBIE C YCTAaHOBJICHHMEM, M3MEHEHHMEM H
IpeKpallleHHeM pekuMa o0paboTku 3amuinaeMoii nHpopManuu. B Tom uucne tpebopanus o
3amuTe HHGOpPMAalMH, HE COCTaBJISIONIEH TOCYHapCTBEHHYIO TaiHy, COJepXKalleics B
roCyapCTBEHHBIX HH()OPMAIIMOHHBIX CHCTeMax yTBepkaeHHbIe npukazom ®CTIK Poccun
or 11.02.2013 Ne 17 «O6 yrBepxaeHuu TpeCoBaHHM O 3ammTe HHGPOpMAIMHU, HE
COCTAaBIIIONIEH  TOCYJapCTBEHHYIO  TaiiHy, CoJAepXKallelcs B  IoCyJapCTBEHHBIX
HHGOPMALIMOHHBIX CHCTEMax» i TOCYJapCTBEHHBIX HH(QOPMALMOHHBIX CHCTEM IIO
xoropsM CII6 I'BY «Jlom Momonexu [Ipumopckoro paiiona» sBisercs OneparopoMm.

B CII6 I'BY «JloM Momoaexu [IpuMopckoro paioHa» IOMHMO peajld3alliid OCHOBHBIX

Mep 3alIUTHI HHPOPMAIIUH OCYIIECTBIIAETCS:

peryJispHas OLIEHKa %} yIIpaBlI€HHUE pHUCKaMH HH(pOpPMaIMOHHON

6€30M1aCHOCTH B COOTBETCTBHM C YCTaHOBJIECHHBIMH IIpoLiefypaMH B 001acTd

yIIpaBJIEHUS PUCKAMH;

uHGOpMHpOBaHHEe, 0OyYeHHE U TOBHIIIECHHE KBaJTU(UKAITUN pa6otHukoB CII6
I'BY «Jlom wmomogexu IIpuMopckoro paiioHa» B chepe HHGOpMALHOHHOK
0€e30I1aCHOCTH;

MeToau4Yeckass MOMOoINb paboTHHKamM B Bompocax obecredeHHs HHGOPMaIMOHHOH
6e30macHOCTH;

aHaJIN3 U IIOUCK BO3MOYKHOCTEH I10 IIOBBIIIEHHIO YPOBHS 3alUINIEHHOCTH HH(OpMAaIIHH.

Jns opranusamuu 3amutel HHGopMarmu CII6 I'BY «Jlom momonexu IIpumopckoro
paiioHa» BIIpaB€ NMPHUMEHSATH CPEACTBA M METOABI TEXHHYECKOH 3allUTHI, NpEANPHHHAMATH
JpyTHe, He IPOTUBOpeYalnue 3akoHoaaTenbeTBy Poccuiickon denepanuu, MEpEIL.

B pamkax obecneuyeHus 3ammThl WH)OpPMAlMH, B paMKax TPYJAOBBIX OTHOIICHHM
He0OXOJMMO O3HAKOMHUTEH IIOJ POCIHCh PaGOTHHKOB, IOCTYI KOTOPBIX K HH(pOpMaluu
OTPaHHUYEHHOrO JIOCTyIa, HEOOXOMWUM JJIs BBHIIOJHEHHS MMH CBOMX JOJDKHOCTHBIX
00s13aHHOCTEM, ¢ MepeyHeM MH(pOPMAlMM OrpaHHYEHHOro A0CTymna, W npuHAThiIMH B CII6
I'BY «Jlom Momonexu IIpumMopckoro paiiona» Mepamu 3aiIUThl HHYOPMAIIHH.

Oco6eHHOCTH 3aIUTHI IEPCOHATbHBIX JAHHBIX



IIpu opranusammu o6paborku B CII6 I'BY «JloM Mononexu [Tpumopckoro paitonax»
TNIEPCOHANBHBIX NAHHEIX HEOOXOAMMO PYKOBOJACTBOBaThCs TpeGoBanusmu ®eneparbHOro
3akoHa ot 27.07.2006 Ne 152-®3 «O IIEPCOHATILHBIX JaHHBIX).

Ilepeuens Mep, BbimonHeHWEe KOTOphIX obecmeumBaer CII6 T'BY «Jom Momonexu
IIpuMopckoro paitona» B kadecTBe ONepaTopa MEPCOHANBHBIX JAHHBIX, T0DKEH BKIIIOYATD:

HasHayeHue B CII6 I'BY «Jlom Monmozexu IIpuMopckoro paifoHa» OTBETCTBEHHOIO 3a

OpraHH3aIuI0 06paboTKH EPCOHATBLHBIX JaHHbIX,

pa3paboTKy [OKyMEHTOB, OIpENeNSIOMMX IpaBHIa B OTHOLICHHH 06paboTku

nepcoHanbHeX fgaHHbIX B CII6 I'BY «Jlom Momomexu Ilpumopckoro paiionay,

JIOKAJIbHBIX aKTOB IO BOIIPOcaM 06paboTKU MepCOHANBHEBIX JaHHBIX;

NPUMEHEHHE  OpPraHW3alMOHHBIX M  TEXHHYECKHX Mep 10  06eclneyeHHIo

0C30macHOCTH  NEpPCOHANBHBIX  JaHHBIX B  COOTBETCTBHH cO  cTaThed 19

®DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O [IEPCOHAIBHBIX JaHHBIX);

BBINIOJIHEHHE TpeOOBaHMM II0 COCTaBy M CONEPKAHHIO OPraHM3alHOHHBIX M
TEXHHYECKAX MEp 10 obecreyeHnIo Ge30MacHOCTH MEPCOHAIBHBIX JAHHBIX IIPH HX
00paboTke B HMH(OPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX YTBEPIKASHHBIX
IIpukazom ®CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yTBepKIEHHH COCTaBa U coJiepKaHus
OpraHW3allAOHHBIX M TEXHHYECKHX Mep N0 obecrmedeHHI0 6e30MacHOCTH MEPCOHATBHBIX
JaHHBIX IIPU BX 06paboTke B HHYOPMAIHOHHBIX CHCTEMAX TIEPCOHANBHBIX JAHHbIXY;

OLIEHKY Bp€Na, KOTOphIH MOXET OBITh NPUYHHEH CYOBEKTaM MEPCOHAIBHBIX
J@HHBIX B ciydyae HapymeHus PenepanbHoro 3akoHa Ne 152-®3, cooTHoIIEHHE
YKa3aHHOTO Bpe€la U NPHHHMAaEMBIX ONEpPaTOPOM Mep, HalpaBlIEHHBIX Ha 0OeCII€YEeHHE
BBIITOJIHEHMS 00A3aHHOCTeH, TpeycMOTpeHHBIX DenepanbabM 3akoHoM Ne 152-D3;

o3HakomiieHHe pabotHukoB CII6 I'BY «Jlom Mmonomexu Ilpumopckoro paiioHa»,
HEMOCPEACTBEHHO OCYIIECTBIIAIOIMUX 00paboTKy MEPCOHANBHBIX JaHHBIX, C  IOJIOXEHHUAMH
3aKOHOZATeNbCcTBa  PoccHiicKoi ®denepanyy 0 MEPCOHANBHBIX JaHHBIX, B TOM YHCJIE
TpeOOBaHMAMM K 3alOUTe IIEPCOHANBHBIX JIAHHBIX, JOKYMEHTaMH, OIpeAeIsSIOMHUMH
tpeboBanus CII6 I'BY «Jlom Monoaexu IIpuMopckoro paiioHa» B OTHOLIEHHH 06paGOTKH
NEePCOHANTBHBIX JAHHBIX H 00y4eHHe, IPU HEOOXOAUMOCTH, YKa3aHHBIX paOOTHHKOB.

ObGecneuenne 6€30MaCHOCTH NEPCOHATBHBIX JAHHBIX JOCTHTAETCS, B YACTHOCTH:

ONpeleIeHHEM Yrpo3 M HapymuTened 0€30acHOCTH  MEPCOHATBHBIX  JAHHBIX

npy ux 06paboTke B HHPOPMAIIMOHHEIX CHCTEMAX MEPCOHANBHBIX JaHHBIX;

ONpENIEICHUEM  YpPOBHS 3alUINEHHOCTH HEPCOHAIBHBIX JAHHBIX B
cootBeTcTBUH C TpeboBanusamu [locranoBnenus IIpaBurensctBa Poccuiickoit @enepauuu ot
01.11.2012 Ne 1119 «O6  yrBepxneHun Tpe6oBaHMM K  3alIMTE  MEPCOHAIBHBIX
JaHHBIX TpH HMX 06paboTke B HH(POPMAIHOHHBIX CHCTEMaX MEePCOHAIBHBIX JaHHBIX);

IPUMEHEHHEM IPOLIEJIINX B YCTAHOBIEHHOM IIOpSIKE IPOLENYpY OLEHKH
COOTBETCTBHS CPEACTB 3alIUTHI HHPOpMAIIHH;

OLEHKOH >()(PEKTHBHOCTH NMPHUHUMAEMBIX MEp I10 3AlMTE MEPCOHAIBHBIX AAaHHBIX MO
BBOJIaB 9KCILTyaTalHO HHOPMAIIMOHHOM CHCTEMBI IIEPCOHATIBHBIX JaHHBIX;

BOCCTAHOBJICHUEM IIEPCOHAIIBHBIX JaHHBIX, BCICACTBHUE INOJIY4YCHUA
HECaHKIITMOHHUPOBAHHOI'O JOCTYyIa K HUM,
YCTaHOBJICHHEM IIpaBHJI AOCTyT1a K ne€pCoOHAIbHBIM JaHHBbIM,

.O6paGaTBIBaeMI>IM B HH(bOpMaIIPIOHHLlX CHCTEMax IIEPpCOHAIIBHBIX MHOAaHHBIX, a TaKXe
obecrieueHreM PETUCTpallUH H y4Y€Ta BCEX JICHCTBUH, COBEpIIa€MbIX C II€PCOHAIBHBIMH
JAaHHBIMH B I/IH(I)OpMaHI/IOHHBIX CHCTEMaxX NEPCOHATIBHBIX JaHHBIX;

KOHTpPOJIEM 3a IPUHAMACMbIMH MEpaMH II0 3alUTC IEPCOHAIBHBIX MOAaHHBIX H
ONIPE€ACIICHHOIO YPOBHs 3alllUINEHHOCTH HH(bOpMaHI/IOHHI:D( CHCTEMaxX NNEPCOHATIBHBIX
JaHHBIX B MPOLIECCE €€ 3KCIIITyaTalluu.

5. OCHOBHBIE TPEBOBAHMUS K ITIPOINECCAM OBECIIEYEHUSA
HHO®OPMAIIMOHHOMU BE3OITACHOCTH



MeTtoauyeckoe pyKOBOACTBO, pa3pabOTKy peIleHHH Mo 3amure HHPOPMAIKH,
COTJIaCOBaHUE BBIOOpA CPEJICTB BBIMUCIUTEIHHOW TEXHHMKH, IIPOrPAMMHBEIX M IPOrPaMMHO-
anmapaTHeIX CpPEACTB 3alMTHl HMH(GOpMAIMH, OpraHMU3alMio paboT 10  BBHIABJICHHIO
BO3MOXHOCTEM M IPENyNpPEXIECHHIO YTEYKM M CBOMCTB 3alMIIaeMol HHGpOpMauuw,
aTTecTalMo 0OBEKTOB HH(GOPMATH3AllMM OCYLIECTBISIOT KommeTeHTHble paboTHukH CII6
I'BY «JloM mononexu [Ipumopckoro paoHay.

®u3nveckas 6e30MacHOCTH

[IpuHATEIE OpraHW3allMOHHBIE M TEXHHYECKHE MeEpHl IO 3alllUTe IOMEINECHHH
CII6 I'bY «Jlom momomexu Ilpumopckoro paioHa», CEpBEPHOIO W KOMMYTAIHOHHOIO
060pYyZI0BaHHUs, aBTOMAaTH3MPOBAHHBIX pab0YMX MECT IOJIb30BaTeNed HMH(OPMALMOHHBIX
cucreM CII6 T'BY «Jlom Monoaexu IIpumopckoro paiioHa» OOECHEYHMBAIOT DeaH3AIAIO
CIIEIYIOLIUX MeP IIO:

pasrpaHM4eHHI0 aocTyna pabotHukoB B momemenus CII6 I'BY «Jlom momonmexu
[Tpumopckoro paiioHa» B COOTBETCTBHM C MX [OJHOMOYHSMHM H JOJDKHOCTHBIMH
0053aHHOCTSMH;

perucTpanuy $HakToB BXoJa paGOTHHKOB B IOMEIIEHHS B KOTOPBIX BeaieTcsi 06paboTka
HEePCOHATBHBIX JAHHBIX;

KOHTpoJMpyeMoMy mpeGbiBanuio nocroponHux ymun B CII6 I'BY «Jlom Momoxexu
I[IpuMoOpcKoro paifoHa» B TOMEIIEHHs, B KOTOPHIX Belercs ob6paborka HHGOpMAIUH
OTpaHUYEHHOTO JOCTYIA ¥ pa3MEIIEHs! annapaTHble CPeICTBa HHPOPMALMOHHON CHCTEMBI;

OpraHM3alldd pPeXEMa KOHTPOJMPYEMOrO BHOCQ/BBIHOCA CDEICTB  0OpaGOTKH

uHpOpMALIUK.

[omemenuss CII6 TBY «JloM Momonexu IIpuMOpCKOro paiioHa» IOJDKHBI OBITH

00OpyZOBaHbl  JIE€TEKTOpaMM OTHS M  JbiMa, OTHETYIIMTEIMH, CHCTEMaMH

KOH/IMIIMOHMPOBAHHUS BO3/yXa, CPeICTBAMH OXPaHHO-TI0XKAPHOM CHrHAIU3ALIMH.

OcHOBHOE cepBepHOe H KoMMmyTanuonHoe obopynoBanue CII6 I'BY «Jlom Mononexu
IIpEMOpPCKOrO paiioHa» JOJDKHO OBITH 3allMIIEHO OT MepeboeB B MoJaye SJIEKTPOSHEPrHH
IIyTeM MOJKIIOUYEHHS K IEKTPOCETH CIPUMEHEHHEM HCTOYHHKOB GecriepeGoHHOro MUTaHus
M De3epBHOTO IM3eNb-TeHepaTopa. Vicrounukn GecrepeGOHHOTO MUTaHMS HEOOXOTMMO
PETYIAPHO TECTHPOBaTh M MPOBEPSTH YIOTHOMOYEHHBIM PabOTHHKaM CIl6 TBY «/loM
MomnozexH [IpuMopcKoro paifoHa» B COOTBETCTBHH C PEKOMEHJAIIUAMHM TPOU3BOAUTEIIA.

[TopraTMBHBEIE TEXHHYECKHE CpEICTBa HE JOJDKHBI OCTaBaTbCs 32 MPEAcIaMu
KoHTpompyemoit 3051 CI16 T'BY «Jlom Monoaesxu [TpumMopckoro paioHa» 6e3  KOHTpOJIA
co croponsl pabotaukos CIT6 I'BY «Jlom Monoaexu [IpuMOpcKoro paioHay.

Be3onacHocTh Ha pabouem mecTe

3ampemaeTcss BECTH 3allUCh Mapojed B OTKPHITOM BHAE Ha MaTCpHallbHbIX
HOCHTENNX,3a UCKIIOYEHHEM CITydaeB, perjiaMeHTUPOBAHHBIX METOZIOB XpaHEHHUS.

JIOKyMEHTBI ¥ HOCHTENH C HHpOpMalMed OrpaHMYEHHOro J0CTyna JOJDKHBI
ybupaThCAB onevaThiBaeMble MecTta (ceibl, mKadbl ¥ T.IL), IpH  yXO#e C pabouero
Mecta. Ha aBTOMatusupoBanHOM paGoueM Mmecte Ilonb3oBarens pabodyasi ceccHs IO/DKHA
OBITH TpepBaHa, paGoumit cron 3abiokupoBaH. Bxoxa monp3oBaresis B CHCTEMY HE JOJDKEH
BBIIIOJIHATHCS ABTOMATHYECKH.

JIoKyMeHTBI, coAepxaume HHGOPMAIMIO OrpaHWYEHHOIO JOCTyma, HOJDKHBI Cpasy

M3BIMATBCA M3 II€YATAIOUAX YCTpoMCTB. JIis yTHIM3alMH KOH(HMACHIMATBHBIX

JOKYMEHTOB, JOJDKHBI HCIIONB30BAThCA YHHUYTOKHUTEIN JOKYMEHTOB HE HHMXKE 4 ypoBHA

II0 CTaHAapTy 6e30IIaCHOCTH, IPUMEHAEMOMY K YHHYTOXKHUTETSAM TOKyMCHTOB.

[lpx WCHONB30BaHUM MOOMIIBHBIX TEXHHYECKUX CPEICTB HeoOXxoauMo CcoOJII0IaTh
JOTOMHUTENBHEIE MEPHl 10  perjlaMeHTalMd ¥ KOHTPONIO  HCIIOJb30BaHHA B
HH(POPMAIIMOHHOM CHCTEME MOOUIIBHBIX TEXHUYECKUX CPECTB.

HaxoxeHue NpeacTaBuTeNlel IOpHIMIECKHX JIMI B paMKaX HCIOJIHEHUA AOTOBOPHBIX
0653aTEILCTB B IIOMEIIEHHSX B KOTOPHIX BeaeTcs 00paboTka HHGOpMalUH OrpaHAYEHHOTO



J0CTynauH(GOPMAlMOHHON CHCTEMBI, BO3MOXKHO TOJIBKO B CONMPOBOXAeHHH paboTHuka CII6
I'BY «Jlom Momogexu IIpumopckoro paiioHa» HOMYLIEHHOTO 10 06GpaGOTKH Takou
uH(pOopManuu.

PasMemenue TexHMYeCKHX CpeACTB BbIBoJa HMHGOPMAaMH B  IIOMELICHHAX
CII6 I'bY «Jlom Monoznexu [IpuMOpCKOro paioHa» MPOU3BOJHUTC C YIETOM HCKIIOYECHHS
BO3MOXKHOCTH BHM3YaJbHOIO IIPOCMOTpa WHGOpMALMH  [MOCTOPOHHUMH THMLaMH %4
pabOTHHKAaMH, HE [JONYWIEHHBIM K paboTe ¢ JaHHOM HHPOPMALHEH.

Texnnyeckue cpencTBa NOMKHBI pa3MeINaThcs U XPAHUTHCS TakUM 00pa3oM, 4ToGBI
COKPaTHUTh BO3MOKHBIH PHUCK IOBPEXKICHUS U YTPO3bl HECAHKIIHOHUPOBAHHOTO IOCTYIIA.

Texnnueckoe obcry:xuBaHue 060py10BaHMSA

Texumuueckue cpeactsa CII6 I'BY «Jlom momomexu [IpuMopckoro paiioHa» MOJKHEI
IPOXOJWTh Ha PEryIsIpHOH OCHOBE CEPBHCHOE OOCIy)XMBaHHE B COOTBETCTBHH C
PEKOMEHIALUAMY IPOU3BOAUTENEH 000pYHOBAHUS.

PeMoHT u cepBuCHOe o6cCyXHBaHHE 00OPYIOBAHHUS JODKHBI BBINOIHATECS TOJBKO
KBaJTM(pUIIMPOBAHHEIMH CIIEI[HATUCTAMH.

Texnuyeckoe obcyxuBaHue 060py10BaHHS CTOPOHHUMH OpraHM3allMsMH HE JOJDKHO
IPUBOAUTH K PUCKY HapyIIeHHs KOH(UAESHIIMATHHOCTH 3alllAINaeMoi HHOPMALUH.

B3auMojaeiicTBHe ¢ TPeThHMH JTHLIAMH

B nensx obecnieuenus undopmanuonnoii 6esonacuoctu CII6 I'BY «Jlom Monoexu
[Tpumopckoro paiioHa» IpH B3aUMOAEHCTBUH C TPETHUMH JIMI[AMH JOJDKHO BBIITOJIHATH
ClIEIyIOIIHE MEPOIIPHUSATHUS I10:

3aKJIIOYEHHIO COTJIAIIEHHS O Hepa3TIalleHHH HHGOpMALUi OrPaHUYEHHOrO TOCTyIa
TIOJTy4YEHHOH B XOJI€ HCIIOJTHEHHS JOTOBOPHBIX 0053aTENbCTB,;

OCYIIECTBIICHHIO KOHTPOJIS 3a JEHCTBUSMH IIPEACTaBUTENIEH KOHTPAreHTOB B IpeJenax
koHTposHpyeMoii 30HbI CI16 I'BY «Jlom Monoaesxu [Ipumopckoro paoHay.

YupasiieHHe )KH3HEHHbIM HUKJIOM HH(POPMAaLHOHHBIX CHCTEM

MeponpusaTiss B mpolecce  JKH3HEHHOro  IHMKJIAa  MH(pOPMAMOHHBIX
cucteM CIIGIBY «JloMm Momonexu [IpuMopckoro paifoHa» AOKHBI ObITH HallpaBJICHBl Ha
obecrieueHre 3alUTEl MWHGOPMALUK IIPU BBOJE B JEHCTBHE, SKCILTyaTallHH, COPOBOXICHHH
Y MOJIEpHH3ALlMH, BBIBOJIA U3 SKCILTyaTallHH.

OcHoBaHHEM I@pd pa3pab0TKe HHPOPMALMOHHBIX CHCTEM JOJDKHBI  SBJIATHCA
pellleHus TpUHATHIE Ha cTaguu (GopMHpoBaHHs TpeGoBaHMIA, cojepxkaiue TpeOOBaHHS B
TOM YHCJIE II0 CHCTEME 3allUTH HHPOpMAIIHH.

Jlioboe mIaHMpyeMoe K BHEOPEHHIO M3MEHEHHEe MH(POPMAIMOHHOW CHCTEMBI
[peABapUTENBHO JO/DKHO OBITH IPOAHAIU3HPOBAHO Ha COBMECTUMOCTH H OTCYTCTBHE
HapyIlIeHHH paGoTOCIIOCOGHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE€ CPEACTB 3alllHTHI
uH(pOpMaITHH.

PaGoTel Mo MopaepHH3alMH HWH(GOPMALMOHHOMW CHCTEMBI, B TOM 4YHCJI€ IO YCTaHOBKE

pOrpaMMHOro obecnedeHns ¥ OGHOBJIEHHMIA, JOJDKHBI TIPOBOAUTECS B Hepaboyee BpeMs HiIH BpeMs

HaMMeEHbIIEeH pabodel Harpy3Ky.

IIpu BEIBOAE M3 SKCILTyaTalM¥ WH(pOPMALMOHHBIX CHCTEM JOJLKHO 0GeCrednBaThCs
rapaHTHpOBaHHOE yJaleHHe ob6paGaTeiBaeMO M XpaHHMOM B HHX MHpOpMaUMH C
HCIIONB30BaHAHEM CpEICTB TapaHTHPOBAHHOTO YHHYTOXEHHMA HHGOpPMalMM HIH IyTEM
. (DU3HYECKOr0 YHHYTOXKEHUS HOCHTENIeH HHOPMAITHH.

Bce mponexyps! obecneuenus 3amuTel  uHGopMauuu, ycraHosnenneie B CII6 I'BY
«Jlom Mmonoaexu IIpuMOPCKOro paiioHa» B OTHOIMIEHMH HH(GOPMALMOHHBEIX CHCTEM,
JOJDKHBI BBIIOJHATECS M KOHTPOJIHMPOBATHCS OTBETCTBEHHBIMH JIMIIAMH 3a OpraHM3alHio
paboT no 3amure HHGOPMAIUH.

KonTpous qocryna k nHGpOpMAIHOHHBIM CHCTEMAaM

Bce pa6otuuku CII6 I'BY «Jlom momonexu IIpuMopckoro paioHa», NOMYIICHHBIE K
pabore ¢ HWHGOPMALMOHHBIMH CHCTEMaMM HECYT IIEPCOHABHYIO OTBETCTBEHHOCTh 32
HapyIIEeHUs yCTAHOBJIEHHOTO MOpsika 06paboTku HHpOpMAIIHH.



VYpoBeHs momHOMOUMH monb3oBarens B HHGpopmarmonHor cucteMe CII6 I'BY «Jlom
Monozaexu IIpumopckoro paiioHa» HOMKEH ONpEAeNATbCS B COOTBETCTBHH C  €T0
JOJDKHOCTHBIMH O0S3aHHOCTSIMH.

Joctyn nons3oBareneit k uHpopmarmonHsM cucremam CII6 I'BY «Jlom Momonaexu
[TpuMopckoro paiioHa» HODKEH KOHTPOJIMPOBATHCS 8IMHHHCTPATOPOM HH(GOPMAaLMOHHOK
CHCTEMBIL.

OcyImecTBiIeHHE  peryiaspHOrO  KOHTpOJIS  BBINOJIHEHHMS  OpraHM3alMOHHO-
PaCHOPSAUTENBHBIX JOKYMEHTOB, KacalOIIMXCS periaMeHTallud JOIycka PpabOTHHKOB
CII6 I'BY «JloM mononexwu [Tpumopckoro paiioHay K HHGOPMAIIMOHHEIM CUCTEMAM.

UnenTudukanus u ayreHTHPHKANMSA

Joctyn mnonb3oBareneil K MHGOPMALMOHHBIM CHUCTEMaM JOJDKEH IIPEIOCTaBIATHCS
TOJIBKO ITOCJIE YCTIENTHOTO 3aBepPIIeHHS HACHTH()UKAIIUH, ayTCHTH(QUKALMH.

[Tonyuenue nmosip3oBaresieM UMEHHM B MH(GOPMALMOHHOM CHCTEME M Iapojis, KOTOpbIE
obecneuynBalOT JOCTYNn K HHGOPMALMOHHOM CHCTEME, JO/DKHO OCYIIECTBIATHCS IIO
npenctapienuio pykosoautens CI16 I'BY «Jlom mononexu IIpaMopckoro paioHay.

YnpasJ/ieHue 10CTYyIOM

B CII6 I'BY «/lom monoaexwu IIpumopckoro paiioHay» JOKHO OCYINECTBIATHCA
yImpaBjeHHEe JOCTymoM K HHGOPMAIlHOHHOW CHCTEME IIOCPEACTBOM  peaH3aluH
HEOOXOAMMBIX METOJOB, THIIOB M IIpaBWJ pa3rpaHHYEHHs JOCTyIa II0JIb30BaTEIIAM
nadopmanuonnoit cucremsl CII6 I'BY «Jlom momomexu IIpumopckoro paiona». B ToMm
urciie 06€ecIeUeH 3alMIIEeHHbIN yIAIeHHBIH J0CTYI CyOBEKTOB JOCTYNa K 00BbEKTaM I0CTyna
yepe3 BHEITHUE HH(GOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHEBIC CETH.

Be3onacHocTh pH paboTe ¢ HOCHTEIAMH HHPOPMAIIHH

Pa6otuuku CII6 I'BY «Jlom Monoaexu IIpaMopckoro paioHa» AOJDKHBI HCIOIb30BaTh
TONIBKO yYTEHHBIE ChEMHBIE MAIIWHHBIE HOCHTENH HH(GOpPMalUM [UIS BHINOJHEHHUS CBOHMX
JOIKHOCTHBIX ~ obs3aHHOCTeH. Mcrmonp3oBaHWe CBEMHBIX MAIMHHBIX — HOCHTENeH
unpopmarmu B CII6 I'BY «Jlom Monoxexu IIpuMopckoro paifoHa» B HHBIX LEIAX CTPOTO
3alpewIeHo.

CheMHBIE MaIllMHHBIE HOCHTEIH WH(GOpMALUH JOJDKHBI XPAaHUTCS B ONEYATHIBACMBIX
mkagax,B MOMENIEHUIX B KOTOPBIX IIPEAYCMOTpeHa 06paboTka MHpOpMAIUK OrpaHHIEHHOTO
JIOCTyIIA.

B ciiyuae Kpak HJIH NOTEPH CHEMHOTO MAIIMHHOTO HOCHTEIs HH(pOpMALHH, a TaKXke
MHBIX HHIMACHTOB, KOTOpPhle MOTYT TNPHBECTH K HapyIICHHIO CBOHCTB HH(OpPMAIHH
OrpaHMYEHHOTO JOCTYMa, JOJDKHBI IPOBOJMTHCS MEDPOIPHATHS IO PacCICIOBaHHMIO TaKHX
HHIUJICHTOB.

IIpu BBIBOZE M3 SKCIUTyaTalldM CHEMHOTO MAIIMHHOTO HOCHTENs WHGOpMAllMH, BCE
JIaHHbIE, XPaHAIIHECS Ha HEM, JOJDKHBI GBITh yJaleHbl ONpPENETCHHON KOMUCCHEH U3 THuCia
paGOTHHKOB, CPEICTBOM TapaHTHPOBAHHOTO YHHYTOXEHHS HH(POPMALIIH.

®aKT YHHYTOXEHHsS MH(DOPMAIMHM HA CHEMHOM MAIIMHHOM HOCHTENe MH(OpMAIHH
¢uxcupyercs B akte 00 YHHYTOXEHHH HHGOPMAIMH CO ChEMHOI0 MAlNIWHHOTO HOCHTEILA
uHpopManuu.

Perncrpanusi codobITmii

B CII6 TBY «Jlom Momoaexu IIpuMopckoro paioHa» HOJDKHA OCYIIECTBIATHCA
perucTpanMu  coOBITHM  6€30MacHOCTHHA BCEX KOMIIOHEHTaX HHGOPMAIIHOHHBIX CHCTEM
CII6 TBY «Jlom wMmomonexu IlpuMopckoro paifoHa», B KOTOphIX obpabaThIBacTCA
3amuinaeMas uHpopMaIus.

AHTHBHpYCHas 3aIIATA

B memsix OOHapyKeHMs ¥ yCTpaHeHHs BpeJOHOCHBIX mnporpamm B CII6 I'BY
«JTom Monozexu I[IpEMOpCKOro paifoHay JOJDKHEI HCIOJIB30BATECS CPENCTBA aHTHBHPYCHOH
3aIIUTHI HHPOPMAITUH.

O6s13aTeTbHOMY KOHTPOJIO CPEACTBOM aHTHBHPYCHOM 3allThl MHGOPMALHMH JO0IDKHA
moziexarh Mobas HHpOpManus (TeKCTOBHIE (aiiibl TOOBIX (OpMaToB, (ailibl JaHHBIX,



UCIIOJIHAeMble (ailiibl), MojyyaeMas W IiepefaBaeMas IO JIOKAIbHOM BBIYMCIMTEIBHOM
CeTH B TOM YHCJI€ H CeTsAM OOINero IMoJib30BaHMs, a Takke MHpOpMalMs, XpaHHMasd Ha
CBEMHBIX MAIIMHHBIX HOCUTENAX HHPOPMAIUH.

[Ipn ycTaHOBKE MPOrpaMMHOrO OOecreueHUs] MU €ro OOHOBJIEHHS Ha CEBEPHOE
060pyIOBaHHE JOJDKHA aBTOMAaTHYECKH BBINIONHATHCS IpEBapUTENIbHAs IIPOBEPKA JTAHHOTO
POrpaMMHOT0 0becriedeHrs Ha OTCYTCTBUE BPEIOHOCHOTO IIPOrPaMMHOI0 00€CIIEYEHHMS.

OGHoBneHre 6a3 CHTHATyp Ui CPEACTBA AHTHBHPYCHOM 3aIUTHl HH(pOpMAIHH
JOJDKHBI OOHOBJIATHCS €XKETHEBHO.

[Mone3oBatenn Ge3 mpaB  aAMHHHCTpaTopa  HH(OPMAIMOHHOM  CHCTEMBI
CII6 T'BY «Jlom monoaexu IIpumMopckoro paiioHa» HE HOJDKHBI HMETH BO3MOXKHOCTH
HOJY4YEeHUsT [JOCTynma K KOH(UIypalluM aHTHBUPYCHOIO CpEACTBA 3allUThl HIH €ro
OTKJTIOUECHHS.

KoHTpoJb 3amMeHHOCTH NePCOHAIbHBIX JAHHbIX

B memsx MCKIIOYEHMs OSKCIUIyaTalldd YyA3BHMOCTEH IPOrpaMMHOIO o0ecreyeHus
JIOJDKHBI IPOBOAMTCA PaGOTHI 110  BBISABIECHHUIO, aHAH3Y YSI3BHUMOCTEH HH(OPMAIIMOHHOM
CHCTEMBI M OIIEPaTMBHOE YCTpaHEHHE BHOBb BBIABJIEHHBIX YSI3BHMOCTeH. B ToM dmcrne
OpraHM3alKsi KOHTPOJIA YCTAHOBKM OOHOBJIEHHs IIPOrpaMMHOro o6ecledeHus BKIOYast
CpPEACTB 3alIMTHl HH)OPMAIIHH.

Hcnonb3oBanue NporpaMMHOro obecnedenns

Bri6op nmporpammHOro obecnedenus mis mpou3soacTBeHHBIX Hyxa CII6 I'BY «Jlom
Mojionexu I[IpuMopckoro paifioHa» JOIDKEH IPOM3BOAMTECS B NIPHOPUTETE K
OTEYECTBEHHOMY, BHECEHHOTO B ENUMHBIN peecTp pOCCHHCKHMX IMPOrpaMM Ui 3JIEKTPOHHBIX
BBIYMCIIMTENBHBIX MallMH ¥ 6a3 JaHHBIX. B ciiydyae oTCyTCTBHsaHauora B ExuHoM peecTpe
POCCHICKHX TpPOrpaMM il 3JEKTPOHHBIX BBIYHCIMTENBHBIX MAallMH X 0a3 JaHHBIX
JIOIyCKAeTCs UCIOIB30BaTh IPOrPaMMHOT0 06ecIeYeHre KMIIOPTHOTO IPOU3BOACTBA.

Hcnoan3oBaHHe CPEICTB KPUNTOrpadguueckoii 3amuThl HHGopMaHH

Ob6ecrieyere 3amuTel HHGOpMAIWMH OrPaHMYEHHOrO JOCTyma OT PaCKphITHI,
MomMDUKAME W HaBs3blBaHMs (BBOJA JIOXKHOM HMHpOpMauuu) TIpH €€ IMepenade
(moAroToBKE K Mepeiade) MO KaHalaM CBA3HM, MMEIOIIMM BBIXOA 3a TIPEACIBI
KOHTPONMPYEMOM 30HBI OOECIIeUHBaeTCS NPMMEHEHHEM CPENCTB KPUITOrpadHuecKoH
3aIMTH UHPOPMAIUH.

IIpuobpeTeHne cpeacTs Kpunrorpahpuyeckol 3aMTel HHGOPMALHH CII6 TBY «/loMm
Momnozexu [IpaMopcKoro paifoHa» OCYIIECTBIISETC Ha OCHOBAHHH JIOTOBOPOB M KOHTPAKTOB
C JMOaMH HMMeEoImUMH JeiicTByromyto JmueHsumo @®CBb Poccuu Ha OCyImIECTBICHHE
JeATeNBHOCTH 10 pa3paGoTKe, NPOM3BOACTBY, PACHPOCTPAHEHHIO IIM(POBATBbHBIX
(xkpuntorpaguyecKux) CpeacTB, HH(GOPMAIMOHHBIX CHCTEM M TEIEKOMMYHHKAIIMOHHBIX
CHCTEM, 3alIMIIEHHBIX C UCIOIb30BaHMEM IH(pPOBATBHEIX (KPHNTOrpahuYecKux) CpeIcTs,
BBITOJIHEHHIO paboT, OKa3aHMIO yCIIyr B o6nacTd mubpoBaHUs HHYOPMALIMH, TEXHHIECKOMY
06CIy)KUBAHHIO IH(POBATBEHBIX (KPAITOrpaduuecKux) CPeaCcTs, HHOPMALHOHHBIX CHCTEM
M TeleKOMMYHHKAILMOHHBIX CHCTEM, 3allMIIEHHBIX C HCIOJb30BAHHEM UIM(POBATBHBIX
(KpHIITOrpadHYecKux) CpeaCTB (32 HCKITIOYEHHEM CIIydasi, €CITH TEXHUYECKOe 00CITyKUBAHHIE
mHGpOBaNbHEIX  (KpUnTOrpadUyecKux)  CpPeiCTB,  MH(QOPMAIMOHHEIX  CHCTEM H
TENeKOMMYHHKALIHOHHEIX ~CHCTEM, 3AIMINEHHBIX C HCIOJB30BAHMEM UIM(POBATBHBIX
(xpunTorpagMuecKuX) CpeICTB, OCYINECTBIAETCA M OOecredeHHs COOCTBEHHBIX HYXI
IOPHIMYECKOT0 JIMIA WK MHIABAIYaTbHOTO IPeIIPHHAMATEILS).

B memix oprammsamuu u obecnedeHWM Ilepefladd HHGOpMAlMM IO KaHalaMm
CBSI3M C HCIIONB30BAHHEM CpEACTB KpHITOrpaduyeckoi 3amMTHl MHGOpMALMH, a TaKxke
BHIIOJHEHHS JMIEH3UOHHBIX Tpebopanuit ®CB Poccum B CII6 I'BY «JloM MOIOACKH
[IpEMOpPCKOTo paioHay JOKEH GBITh CO31aH OPraHKPHITOrpadhuIecKoi 3aluTh.

[opraneaeie pemenuss CII6 I'BY «Jlom Momomexu IIpumMopckoro paiioHa» C
BO3MOXXHOCTBIO JIOCTyra ¢ ceTed oO6mero Imojb30BaHUA JO/DKHBI B IIPHOPHTETE
paspabaTsiBaThCs C OpraHM3alMel 3alMINEHHOro KaHaua MOCPEACTBOM IPOTOKOJIA TLS ¢
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HMcnoub3oBaHue 3J1eKTPOHHOH NMOYTHI

DnexTpoHHas TmouyTa Ao/DKHA wmcmonb3oBatkess B CII6 I'BY  «Jlom Monoaexu
[TpuMopckoro paiioHa» C LENbI0 OpraHU3alid 0OMeHa EKTPOHHBIMH COOOINEHUAMM MEXKITY
paboTHUKaMH U CyObekTaMKi HHPOPMAITMOHHON O6€30IacCHOCTH.

[Ipu ucnonb30BaHUY 3IEKTPOHHOM MOYTHI 3alIPELIAETC:

oOMeH wuHpOpManued A CIyXeGHOro MOJNB30BaHUA, a Takxke HHpopManuen
OrpaHUYEHHOTO/IOCTYIIA;

IPEOCTAaBIEHHE NOCTYNA K 3JIEKTPOHHOM MOYTe C HMCIOJIb30BaHUEM JaHHBIX CBOEH
YUYETHOM 3allUCU TPETHUM JIUIIAM;

nyOJIMKal|s CBOEro CIIy)XeOHOro aapeca JJIEKTPOHHOM ITOYTBI B 3JICKTPOHHBIX
KaTajorax,Ha IIOMCKOBBIX MalllHHAX U JPYTUX pecypcax ceTH VIHTEpHET B LieNsX, He CBA3aHHbBIX
C UCIIOJTHEHHEMCBOUX JIOJDKHOCTHBIX OOS3aHHOCTEH;

HOIIKCKA MO 3JIEKTPOHHOM IOYT€ Ha pa3lIMYHbIC PEKJIaMHBIE MaTepHallbl, JHCTHI
PacChUIKH, 3JIEKTPOHHBIE JKypHAIBI M T.A., HE CBA3aHHBIE C BBIIOJHEHHMEM II0JIb30BaTENIEM
JOJDKHOCTHBIX 00s13aHHOCTEH;

OTKpHITHE (3alyCK Ha BBINOJHEHHE) (aiIoB, MONYYEHHBIX IO 3JIEKTPOHHOM MOYTE
WIH U3 pecypcoB ceTd WHTepHeT, Ge3 mpeaBapUTENbHOM INPOBEPKH HX AHTHBUPYCHBIM
IPOrpaMMHBIM OOECTIE4EHUEM.

Pa6ora B ceTsix 00mero mo/ib30BaHHA

CII6 TBY «JloM Monomexu Ilpumopckoro paioHa» OCTaBlfeT 3a CcobOH mpaBo
GIOKMPOBATh MM OIPaHMYMBATh JAOCTYN pabOTHHKAM K CETSM CBA3H OOLIETO MOJIb30BaHMUA, B
TOM 4HucClie ceTH VIHTepHeT, comepkaHHe KOTOPhIX HE MMEET OTHOIIEHHS K HCIOJHEHHIO
JIOJDKHOCTHBIX O00s3aHHOCTEH, a Taikke K HHQOPMAlMOHHBEIM pecypcaM, COJAEpXaHHE H
HaIlpaBJIEHHOCTh KOTOPBIX 3alpelleHbl 3aK0oHoAaTenbcTBOM Poccuiickoi Denepaiuy.

WHbopmanus o nocemaembix paotaukamu CII6 I'BY «Jlom Monozexu [IpuMopckoro
paiioHa» MH(GOPMALMOHHBIX PECYPCOB IIPOTOKOIMPYETCH IS MOCIEAYIOMETO aHalI3a U, TIPH
HeoOXOMMOCTH, MOXeT ObITh mpencraBiena pykopoguremo CII6 I'BY «JloM momonexu
[TpuMopckoro paioHa» 1 KOHTPOJIS.

I[Tpu ucnons30BaHUM ceTH VIHTEpHET 3apeIeHo:

HCIoNb30BaTh npenocrasnennsii CI16 I'BY «Jlom Monoaexu [Ipumopckoro padoHa»
JOCTYI B CeThb MHTEpHET B IMYHBIX LIEIAX;

HCIOJIb30BaTh HECAHKIIMOHMPOBAHHEIE IIPOrpaMMHBIE M IPOrpaMMHO-alNlapaTHbIC
CpPeICTBA, TO3BOJISIONIME TI0yYMTh HECAHKIIMOHUPOBAHHBIH JOCTYI K ceTH MHTepHeT;

y6JIMKOBATh, 3arpyaTh H paclpoCTPaHATh MaTepHaIbl COJAEPXKAIIKE HEJOCTOBEPHYIO
uapopmammio o CII6 ['BY «Jlom Mmomoxexu IIpuMopckoro padoHa», a TaKkxke
¢banscudunuponars cBoi IP-anpec.

Pe3epBHOE KONHPOBaHHE H BOCCTAHOBJIEHHE TaHHBIX

OcyIrecTBIIEHHE Pe3epPBHOTO KOMUPOBaHHs JOJKHO OCYIIECTBILATBCS JUIA:

uHdopmaimu obpabaTbiBaeMoi Ha (alIo0BOM CepBepe H CEpBEpe [IPHJIOXKEHHH,
HHGOPMALIMOHHON CHCTEMBI;

pabourx MeCT aIMHHUCTPATOPOB HHGOPMAIIMOHHON CHCTEMBI.

YacToTa B PeXXHM PEe3epBHOIO KOMMPOBAHHUS yCTaHABIMBAIOTCS TaKMM 06pa3oM, YTOOkI
obecredynTh MUHEMAJIBHYIO IIOTEPIO JaHHBIX M ONEPaTHBHOE BOCCTAHOBIICHHE.

HacTpoiika pe3epBHOrO KOMPOBAHHS M BOCCTAHOBJIEHHS PECYPCOB HH(OPMAIIHOHHBIX
cucteM CII6 T'BY «Jlom Momomexu IIpumopckoro paiioHa» JOJDKHBEI TMPOBOJHUTD
ynonsHomouenHsie pabotauku CI16 [BY «Jlom Mononexu [Ipumopckoro paioHay.

PesepBHOE  KONMpOBaHHE  JODKHO  OCYIIECTBIATBCA - B~ ABTOMATHYECKOM
peXHUME C TPUMEHEHHEM OTEYECTBEHHOIO CHELUAIM3UPOBaHHOIO CpEICTBA PE3EPBHOIO
KOIMPOBAHHMSC JEHCTBYIOMHM CEPTH(hHKATOM COOTBETCTBHSA MO TpeGOBaHMAM Ge3011acHOCTH
unpopmanua ®CTIK Poccun.



6. OCHOBHBIE TPEFOBAHMSI K ITIPOIIECCAM YIIPABJIEHUA
HHO®OPMAIIMOHHOMU BE3OITIACHOCTBIO

MonuTopuHr uHGpOpMaNHOHHO# Ge30macHOCTH
Ha  mocTrosHHON  OCHOBE  JO/DKEH  HPOBOAMTECS ~ KOMIUIEKCHBIM — aHaJIU3

bynxunonupoBanus nHGopmanuonHoii cucreMsl CII6 I'BY «Jlom mononexu [IpuMopckoro
paiioHa» M BO3HMKAIOMMX coOBITHI HHOpMaIoHHOM Ge3onmacHocTu. [Iponecc MOHUTOpHHTA
cucTeMbl obecnedeHus: HMH(POPMANMOHHOM 6e30MacHOCTH [OOJKEH BKIIOYaTh B Cels
KOHTPOJIb OPraHM3alldOHHBIX M TEXHUYECKHX Mep 10 3amuTe HHGOpMAIMH, aHAJIU3
napaMeTpoB KOHGUTypaIliy ¥ HACTPOMKH CPEICTB 3AIMTEHI HH(POPMAIIHH.

IIpu npoBeneHHM KOHTPOJBHBIX MEPONPHUATHH, CBS3aHHBIX C OLEHKOM pealn3aluu
Mep mno 3amure uHbpopMamuu B CII6 I'BY «Jlom Mmonoxmexu IIpumopckoro paiioHa»,
YIIOJIHOMOYEHHBIE paOOTHUKHU JOJDKHBI IPUIEPKUBATHCS CIEAYIOIIUX IPHHIIUAIIOB:

He HapymaTth (QyHkiuuoHupoBanue paesrensHocTH CII6 I'BY  «Jlom Momonexu

ITpumopckoro paitonay;

JIeHCTBOBATH B COOTBETCTBHH & YTBEPKACHHBIMH OpraHu3alMoOHHO-
pacnopsaurenbHbiMu gokyMeHTaMu CII6 I'BY «Jlom Monoaexu IIpuMopckoro paiiona» mo
3amuTe HHGopMaLuy;

HE CKpbIBaTh ()aKThl BBIABIEHHBIX COOBITHI HH()OpPMAIIMOHHOM 6€30I1aCHOCTH;

oopMIIATE OTYETHI, IOATBEPXKIAIOUIME BEHINOJHEHHE MEPONPHUATHH 10  3allUTe

“HGOpMAIIHH.

Hndopmanus, moaydeHHas B XOA€ NMPOBEICHUS KOHTPOIMPYIOIIMX MEPOIPHUATHH O
JNEHCTBUAX, COOBITHAX M MMapaMeTpax, HMEIOIIUX OTHOIIECHHE K pealu3alliyd Mep IO 3alluTe
uHpopMalMK, [OO/DKHA KOHCOJNMIMUPOBATBCS W XPaHUTbCS B MECTaX, HCKIIIOYAIOIMINX
NOJTy4YeHHE K Hel HECAHKIITMOHUPOBAHHOI'O IOCTYIIA.

MOHHUTOPHHI JaHHBIX O 3aPETHCTPHPOBAHHBIX COOBITHAX HHGOPMAILMOHHON
6€30IaCHOCTH JIOJDKEH IPOBOAMTECS, IO BO3MOXHOCTH, C HCIIOJIb30BAHHEM CHCTEMBI
MOHHUTOPHHTA HHIIMJCHTOB HHGOPMAIIMOHHON 6G€30I1aCHOCTH HMJIM BCTPOCHHBIX MEXaHH3MOB
HACTPOWKHM M ayauTa COOBITHH B MpOrpaMMHBIX M IIPOrpaMMHO-aNIapaTHBIX CPEeICTBaX,
HCIIONB3yeMBIX B HMHpopManuonHod wunppactpykrtype CII6 I'BY «Jlom Mononexu
[Tpumopckoro paiioHay.

YupasiieHue pucKaMu

OnpeneneHue BHYTPEHHHX TpeGoBaHMM 1o 3amuTe HHGOpMAaUWH, IODKHBI
OCHOBEIBATbCS Ha pe3yJIbTaTax IPOBEACHUS aHajlW3a pPHCKOB HapyIIeHHs OCHOBHBIX
CBOMCTB 6e3omacHocTH s MHpopMmaimoHHeX pecypcoB CII6 I'BY «JloM Momonexu
[Ipumopckoro parioHay.

OCHOBO} OIIEHKH PHCKOB JI0JDKHA OBITH OLIEHKa YCIOBHH H (JaKTOpPOB, KOTOPBIE MOTYT
CTaTh NPHYMHOM HApYIIEHHs IEJOCTHOCTH, KOH(QHJICHIMAIBHOCTH M IOCTYIHOCTH s
uH(opMmarmonHEIX pecypcoB CII6 ['BY «Jlom Momozexu [Ipumopckoro paioHay.

Pe3ynbTaToM HpOBENEHHS aHAM3a PUCKOB JOJDKEH OBITH pa3spabOTaHHbBIA KOMILIEKC
Mep, HalpaBJIeHHBIX Ha CHIDKCHHE BO3MOXXHOTO HEraTHBHOIO BIHMSHHSA Ha OCHOBHYIO
nestenbrocTh CIT6 T'BY «JloM Monoaexu [IpuMopckoro paifoHa» NpH  pealu3allid  TOH
WIM HMHOM yrpossl 6e3omacHOCTH  MHGOpManUHH 06ECIIeYHBAIOMIKX B JabHEHIIEM
JOCTAaTOYHEIM YpOBEHb 3AIMIIEHHOCTH HH(QOPMAIIMOHHBEIX CHCTEM CII6 TBY «Jlom
MoJonexu [Ipumopckoro paiioHay.

VYupasjieHHe HHOHIEHTaMH HHGOPMAIIHOHHOH 0€30HaCHOCTH

Jina obecnedeHns 5h(EKTHBHOrO paspelieHds WHIMICHTOB HH(pOPMALHMOHHOH
6e3onacuoctuB CII6 I'BY «Jlom monoaexu [IpuMopckoro paioHa», MUHUMH3AlKMH IIOTEPD H
YMEHBIIEHHsI PHUCKAa BO3HHKHOBEHHS IIOBTOPHBIX MHIHMEHTOB IOJDKHO OCYIIECTBIIATECS
yIpaBJIeHHE HHIIMACHTaAMH HHGOpMaMOHHOH 6€30I1aCHOCTH.

JIns ympaBlieHHS HMHIHIEHTAMH HH(pODMAIMOHHON 6e30IacHOCTH JOKHA ObITH
co3maHa CIyx6a MOHMTODMHTAa M pEardpoBaHMs Ha MHIHMICHTHl HH(OPMALMOHHOH



6€30MacHOCTH, KOTOpas MOCPEICTBOM KOMILIEKCA CPEICTB M MepoNnpHsaTHH i cbopa H
KOHCOMMAanud wuHpopManuu o6 HHIOMACHTaX pelIaeT JaHHYIO 3afgady. B oOTHOIEHHH
Ka)XIOro IPOM30LICANIEr0 HWHIMWAEHTa pabOTHHKaMH U3 CIy)KOBI MOHMTOpDHMHIa H
pearupoBaHHs Ha WHIMICHTH HMHGOPMAIMOHHON 6E30IMacHOCTH JOJDKEH BBIIOJIHATHCS €r0
aHanmmM3, ¥ pa3paboTka 3¢ GEeKTUBHBIX MEp pearipoBaHus Ha JaHHBIM HHIU/ICHT.

Aynurt cucrembl obecniedeHusi HHGOPMAHOHHOMH 0€30I1aCHOCTH

B  memsx omeHKHm  Tekymero ypoBHs — HMH(GOpManMOHHOM  6€30macHOCTH
CIlI6 T'BY «Jlom wmonomexu IIpuMopckoro paiioHa» Ha pEryJISpHOH OCHOBE JOJDKEH
IIPOBOIUTHCA ayIUT HH(POpPMAITHOHHON 6€30ITacHOCTH.

BHyTpeHHME ayauThl JOKHBI BRITOMHATECA pabotHukamu CII6 I'BY «Jlom Monoaexu
[Tpumopckoro paiiona». B uymcno 3agay, pemaeMbIX Ipd NPOBEACHHH BHYTPEHHHX ayAUTOB
UH(pOpMaHOHHOM 6€301IIaCHOCTH, BXOIAT:

c6Oop M aHaIW3 MCXOIHBIX [aHHBIX 00 OpraHW3allMOHHOM M (QYHKIHMOHAIBHON
CTPYKType HH(POPMAIMOHHBIX CHUCTEM, HEOOXOMUMBIX I OLEHKH COCTOSHHS CHCTEMBI
3alUTHl HHPOPMAIIHUH;

aHAJIU3 YTBEPXKAEHHBIX OpraHM3allMOHHO-PACIIOPAAUTENBHBIX JOKYMEHTOB 10 3all[UTe
uHpOpMAllMM Ha MpeIMeT HX MONHOTHI W 3(p(EeKTHBHOCTH, a Takke (OpMHpOBAHHE
peKOMeHaIui 1Mo uX AopaboTke WK pa3paboTKU HOBBIX;

o6ocHoBaHKE (PUHAHCOBOM >(P(PEKTHUBHOCTH BHOBb NPHUOOPETAEMEBIX CPEICTB 3aIlUTHI
HHpOpMAaLIUY;

NpoBEepKa INpPAaBMIBHOCTH BEIOOpa M HACTPOMKHM CPEACTB 3allliThl HMHQOpMAIWH,
(GopMHpOBaHHE TPEMIOKEHHH 10 MCHONb30BAHUIO HMMEIOIIUXCA CpPEICTB  3alIMTHI
MHGOPMAIIMH Ul MOBBHIIEHHS YPOBHS HAIEKHOCTH U 6€30MacCHOCTH HMH(pOPMAIMOHHBIX
cucreM CII6 I'BY «Jlom Mononexu IIpumopckoro paoHay,

aHaJlu3 OTYETOB 1o MIPOU30IIE UM UHIIMIEHTaM HH(POPMAIUOHHOH
6€30IMaCHOCTHH MPUHATHIM MepaM I10 UX Pa3pELICHHIO.

IToBbImenne 0CBEJOMIEHHOCTH Pa0OTHHKOB

B pamkax OpraHM3allM¥i KOMIUIEKCHOTO IIPOTHBOJACHCTBHA yrpo3aM Oe30MacHOCTH
uHpopMaruu, ucxonsmum oT paborHukoB CII6 I'BY «Jlom mononexu IIpuMopckoro
paiioHa» MJO/KHA MOCTOSHHO [MOBBIIATECS HX OCBEJOMIEHHOCT B 00JaCTH 3allMTHI
“HOpMALIUY.

[MoBsimenue ocBexoMieHHocTH paboTHEKOB CII6 I'BY «Jlom Mononexu [Ipumopckoro

palioHa» OCYIIECTBIISIETCS:

no cymecrytomum B CII6 I'BY «J{om Monoaexu Ilpumopckoro paioHa»

OpraHM3allHOHHO-PACTIOPAAUTENLHBIM JOKYMEHTaM;

no npumensemsim B CII6 ['BY «Jlom momoxexu IIpumopckoro paioHa»

MepaM 3aIluThl HHPOpMaLUH;

TI0 IPaBHIEHOMY HCTIOIb30BAHHIO CPE/ICTB 3alUThI HHPOPMALHH.



7. SAKJIIOYEHUE

[lpy W3MEHEHHMH [EHCTBYIOLIETO 3aKOHOAaTelbcTBa Poccuiickoit ®Dexmepanuu B 00671aCTH
3aIATEl MHGOPMALIMK, a TAK)KE OpPraHU3aLMOHHO-pAcHOpsAuTENsHBIX JokymeHToB CII6 I'BY
«Jlom Mononexu [Ipumopckoro paiiona» Hactosmas [lomuTHka W = HW3MEHEHMs K  HEH
OPUMEHSIOTCS B 4YaCTH, He MPOTHBOpeYalled BHOBb IPUHATHIM 3aKOHOAATEIILHBIM M HHBIM
HOpDMaTHBHBIM aKTaM, a Takke BHyTpeHHHM pgokymeHTaM CII6 I'BY «Jlom Momoxexu
[Tpumopckoro paiioHay.

Bce TpeGoBaHMs, YCTAaHOBIEHHBIE IEMCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuickoi
denepanyy, NOJ3aKOHHEIME aKTaMH M JOTOBOPHBIMH OTHOLIEHHSAMH, a Taike moaxoxn CII6 I'BY
«Jlom Momonexu IIpUMOpPCKOro paioHa» K OBGECHEYEHHIO COOTBETCTBHS 3THM TpeOOBaHHSM
JIOJDKHBI OBITH SBHBIM 00pa3oM OIpeAeNeHbl, JOKyMEHTHPOBAHBI U MOIIEPKHBATHCSA B aKTyalbHOM
COCTOSHUH.

CII6 TBY «Jlom Momomexu IIpumopckoro paioHa» B IPHOPUTETHOM HalpaBICHHUH
JIOJDKEH  paccMaTpWBaThCs IEPEXOJ Ha IMporpaMMHOEe  OOeCleYeHHe  OTEYECTBEHHOIO
IPOU3BOJUTENA, BKIIOYEHHOIO B €IWHBIH PpEECTp POCCHHMCKHX IpOrpamMM JUls 3JIE€KTPOHHBIX
BBEIYHCJIMTENBHBIX MAalIUH ¥ 6a3 JaHHBIX. B TOM 4uciie 10 4acTH CEPBEPHOro, KOMMYTAllHOHHOIO
060pyIOBaHM ¥ IPOrPaMMHO-aNNapaTHLIX CPeICTB BKIIOYEHHBIX B ENMHBIN peecTp pOCCHHCKOH
PasuO03JIEKTPOHHOM ITPOLYKLIHH.

[lepecMOTp W BHECEHME HW3MEHEHHH B HacToAIIylo I[IOMHMTHKY OCYLIECTBIAIOTCA
Ha NEPUOJUYECKOM U BHEIIAHOBOM OCHOBE.



